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ASEDRA ACCESS AGREEMENT 
The Department (as defined below) hereby requests authorization to connect to the records database(s) of  the Arizona State Employee Driver Record Application (ASEDRA). The Department’s specific access  capabilities are set forth as part of this Agreement between the Department and State Risk Management  Division (RMD).
Viewed or printed information resulting from or related to the access provided under this Agreement; 
“Confidential information” means all information used by and proprietary to RMD which is not generally  known by non-RMD personnel. This includes, but is not limited to, the following types of information  (whether or not reduced to writing or designated as confidential): 
“Authorized users” mean those persons employed by the Department to perform the activities authorized  hereunder. 
“ASEDRA.Az.Gov” means the single entry point through which the Department may access ASEDRA  database(s) under this Agreement. 
Definitions 
The Department understands and agrees that it shall only access ASEDRA database(s) in accordance with  the terms and conditions set forth herein. If at any time RMD believes the Department is using such access  in an unauthorized or unlawful manner, RMD reserves the right, at its sole discretion, to immediately  terminate this Agreement. 
“ASEDRA” means the Arizona State Employee Driver Record Application. 
“Department” means the government entity identified and referred to in the agreement. 
“Encrypted” means the scrambling of computerized information in order to secure data by using special  algorithms for transmission or other purposes. 
“MVD” means the Arizona Department of Transportation, Motor Vehicle Division. 
“Motor Vehicle Record Request System" or “MVRRS” means the system used by ASEDRA to facilitate the RMD’s electronic access to MVD record information. 
“Data Access Security Level” means the level of access privileges granted to the Department’s authorized  users to retrieve and/or modify ASEDRA data, based upon the Department’s stated eligibility for such data. 
“Connectivity” means to make and/or maintain a computer connection with ASEDRA, through the web  site ASEDRA.Az.Gov, for the purpose of performing the activities authorized under this Agreement.
•
Information regarding State employees, volunteers or other identified authorized drivers. 
•
All computer software and accompanying documentation (e.g., operating systems, user’s guide, etc.)  provided by RMD or its agents; 
•
Form functionality may vary if using a program other than Acrobat or Adobe Reader 7.0.5 or later.
"Personal information" means information that identifies an individual, including an individual's social  security number, driver identification number, name, address (but not the 5-digit zip code), telephone number, and medical or disability information, date of birth, but does not include information on vehicular  accidents, driving violations, and driver's status. 
“RMD” means Risk Management Division of the Arizona Department of Administration. 
“Secure location” means an area designated specifically for the Department’s authorized users to access ASEDRA database(s) pursuant to this Agreement. All unauthorized individuals shall be prohibited from accessing or viewing ASEDRA data. The designated secure location does not necessarily need to be a  segregated or separately enclosed area within the Department’s place of business. However, reasonable measures must be undertaken at all times to ensure that the computers used to access ASEDRA database(s) are accessibly only to Department personnel with assigned User-IDs and passwords and records are, therefore, shielded from the view of the public and/or any unauthorized individuals. 
Records Access 
The Department understands that its exclusive access to MVD records pursuant to this Agreement is  through the ASEDRA application. Upon execution of this Agreement between the Department and RMD, the Department’s authorized users will be assigned user identifications (user IDs) and passwords based on  the Department’s approved data access security level to receive such records under federal and state law. 
Equipment 
The Department shall obtain computer equipment and software that is compatible with the information  systems and connectivity requirements of ASEDRA, and which will allow access only to the specific  database(s) listed in this Agreement. 
Data Security 
The Department shall provide a secure location for all computer equipment used to access ASEDRA’s  database(s). 
The Department shall provide access to ASEDRA database(s) only to Department personnel who are  authorized users and to no one else. If at any time RMD believes that an authorized user is utilizing such  access in an unauthorized or unlawful manner, RMD reserves the right to immediately suspend or revoke  that user’s database access and/or to terminate the Department’s authorization under this Agreement.   
The Department shall comply with all policies, procedures and directives regarding security and database access made available to the Department by RMD during the course of this Agreement, including any  future amendments thereto. 
Upon request by RMD, the Department must disclose any existing strategic alliances, partnerships, or  subcontracting arrangements that the Department has that involve the processing and/or use of ASEDRA  data acquired pursuant to this Agreement. 
Both during the term of this Agreement and subsequent to any termination of this Agreement, the  Department, its officers, agents, employees, and representatives shall not, disclose, distribute, or utilize in  any manner not expressly authorized under this Agreement, any confidential and/or personal information  which is connected or otherwise associated with this Agreement. 
The Department shall maintain all hard copy information and electronic data related to this Agreement in a  secure location at all times. 
Data Privacy 
The Department understands that both the manner in which RMD may release information from the  records contained in its databases and the manner in which the Department may access and/or utilize such information are regulated by the Federal Driver’s Privacy Protection Act (DPPA), 18 U.S.C.       §§ 2721- 2725, as well as Title 28, Chapter 2, Article 5 of the Arizona Revised Statutes. It is the responsibility of the Department, and any authorized user acting on the Department’s behalf, to gain knowledge of all laws and applicable MVD policies and procedures which govern access to and use of MVD records, and to determine whether the Department is legally eligible to obtain such records from MVD. 
RMD is not an agent of the Department, and is in no way responsible or liable for the decisions or  interpretations made by the Department or its officers, agents, employees, and representatives, unless the contrary is specifically stated in writing by the RMD. 
Anyone who knowingly obtains, uses or otherwise discloses personal information from an MVD record for use not permitted under 18 U.S.C. § 2721, and anyone requesting the disclosure of personal information who misrepresents his/her identity or makes a false statement in connection thereto, with the intent to obtain such information in a manner not authorized by law, is subject to civil and/or criminal penalties. A violation of the DPPA or any other applicable federal or state law will cause the immediate termination of this Agreement.   
In reference to motor vehicle records access, the Department shall not utilize its connectivity to ASEDRA records database(s) under this Agreement for any purpose other than the purpose(s) specified in this  Agreement. 
Both parties to this Agreement acknowledge that the foregoing provisions pertaining to data security and  privacy are not intended to conflict with or violate Arizona’s Public Records Law, A.R.S. §39-101 through §39-161. Where such conflicts appear in the implementation of this Agreement by the Department, the Public Records Law will control. In the event that a request for the disclosure of confidential and/or personal information falling within the scope of this Agreement is made, the Department shall notify RMD in sufficient time to permit RMD to intervene as it may deem necessary for  the protection of said information. 
Network Security
The Department understands and agrees that any and all MVD information retrieved from ASEDRA that it  sends over external or public computer networks, such as the Internet, must be encrypted. 
The Department further understands and agrees that all computers which are permanently or intermittently connected to the Department’s internal computer network(s) must employ a pre-approved rule and/or privilege-based access control system that, in RMD’s sole judgment, will serve to identify and authenticate each user in a manner which adequately protects ASEDRA data from unauthorized access, disclosure and/or dissemination. 
Personnel 
The Department shall notify RMD in writing within two business days of any change in its list of  authorized users, including, but not limited to, any subtractions from this list which may occur as a result of the termination of an authorized user’s employment, a job transfer, or any other change in status which establishes that the individual no longer requires access to ASEDRA data. The Department shall also  respond immediately to all RMD inquiries concerning its list of authorized users. 
Notification
The Department shall assign a contact person who possesses, at a minimum, the authority to communicate on behalf of and to answer for the Department with respect to this Agreement. The contact person will sign individual user access agreements, and will maintain responsibility for record retention, problem resolution, and notification of procedural changes.    
The Department shall advise RMD within two business days of any change in its designated contact  person and provide a statement as to that person’s scope of authority. All notices to or demands upon  RMD shall be in writing and shall be delivered in person, by fax, by email, or by U.S. mail addressed as  follows: 
State Risk Management
ASEDRA   
100 N. 15th  Avenue, Suite 301   Phoenix, AZ  85007 
Fax:  602-542-2021  
Email:  ASEDRA@azdoa.gov 
Compliance
The Department shall comply with all of the terms set forth in this Agreement, together with all applicable  federal and state statutes, rules, and regulations. The Department shall also comply with all relevant policies, procedures and directives made available to the Department by RMD during the course of this Agreement. 
Non-Compliance
If the Department fails to comply as provided above, RMD reserves the right to take any remedial action that it deems necessary and appropriate, including the revocation of the department’s account and termination of this Agreement in its entirety. In case of a violation of law, the Agreement shall be subject to immediate termination by RMD.   
Cancellation
Either party may cancel this Agreement for cause or convenience upon thirty (30) days prior written notice to the other party. RMD reserves the right to cancel this Agreement at any time, without prior notice, if it  determines that the public interest so requires. The exercise of such right shall be without penalty and  without recourse against RMD by the Department or any of its subcontractors. 
Except as otherwise directed by RMD, upon receipt of a notice of cancellation or termination (and to the  extent specified in such notice) the Department shall:   
1)
Immediately cease any and all activities previously authorized under this Agreement; 
2)
Ensure that its continued use of any records obtained prior to the effective date of cancellation or termination is restricted solely to the use(s) authorized by this Agreement. 
Duration
This Agreement shall commence upon approval by RMD and execution by both parties, and shall  thereafter continue in effect for a term of three (3) years, unless previously canceled or terminated as  provided herein. Upon expiration of this three-year period, the parties may mutually agree to extend the  term of the Agreement for another three (or fewer) years by entering into a “Joint Letter of Renewal.” 
Amendment and Modification of Agreement
The Department shall accept any modification of the Agreement for reasonable cause, if set forth in writing and deemed necessary by RMD. Upon the amendment of any applicable law, rule, or regulation, the Agreement shall automatically be modified to reflect such amendment. Any modification of the Agreement shall be incorporated herein and shall be subject to all other provisions of this Agreement.   
Non-Assignability 
Unless the Department obtains the express written consent of RMD, this Agreement is not assignable to any other entity, in whole or in part. 
Waiver/Severability
The Department agrees that a waiver of any provision of this Agreement shall not act as a waiver of any other provision of this Agreement. If a provision of this Agreement is for any reason declared invalid, illegal, or unenforceable, that declaration shall not affect the remainder of the provisions of the Agreement. 
Recitals
I.
The Agreement provides authorization for connectivity to ASEDRA specified records database(s)  by the following Department: 
II.   
In accordance with the Federal Driver’s Privacy Protection Act (DPPA), 18 U.S.C. §§ 2721 – 2725  and A.R.S. Title 28, Chapter 2, Article 5, the Department requests authorization to access ASEDRA solely for the purpose of carrying out the Department’s official functions as a governmental entity. 
III.
In reliance on Recital II, RMD grants the Department authorization to access its motor vehicle driver records via ASEDRA, and to thereby retrieve non-restricted records information contained in such databases according to the terms and conditions stated in this Agreement between the  parties.   
IV. 
Per this Agreement, the Department shall have authority to access the above-referenced database(s) by utilizing the approved segment access, which is attached. 
V. 
All notices to or demands upon the Department by RMD shall be in writing and shall be delivered in person, by fax, by email, or by U.S. mail addressed as follows: 
AZ
Signature section can be completed either electronically; or print, sign, and scan to send by email, or mail us your hard copy.
Certification 
On behalf of the Department identified below, I hereby request approval of this Agreement. I certify that  all of the information set forth herein by the Department is true and accurate, and that any records or information obtained from ASEDRA database(s) pursuant to this Agreement will be used solely for the  purpose(s) specified in this Agreement, and for no other purposes. I further certify that I have the authority to execute this Agreement on behalf of the Department. I understand that the Department must abide by  the provisions of this Agreement if approved by the RMD ASEDRA Administrator and executed by both  parties. 
Signature section can be completed either electronically; or print, sign, and scan to send by email, or mail us your hard copy.
FOR RMD USE ONLY 
pursuant to this Agreement is hereby approved. 
Ray DiCiccio
State Risk Manager 
State Risk Management 
AUTHORIZATION
ADOA, Risk Management 100 North Fifteenth Avenue, Suite 301, Phoenix, Arizona 85007  l  ASEDRA@azdoa.gov
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